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1.0

2.0

3.0

Introduction

After- typhoon Yolanda in Tacloban City, Business Continuity Management (BCM) is
recognized as an essential component of a Disaster Risk Reduction Management (DRRM)
program of any government organization.

Continuity of services in the face of a disruptive event, whether in the business or public
service, requires plans, measures and arrangements to ensure the continues delivery of
critical services and which permit the agency to recover its facility, data and other assets.
Also, identification of necessary resources to support service continuity, including personnel,
information, equipment, financial allocations, infrastructure protection and accommodations.

A Continuity Service Team shall be organized and is expected to be responsible for the
establishment and development of office level documents and procedures, including the
effective and efficient cascading and implementation of the continuity program. The Incident
Continuity Service Team is also responsible for ensuring the establishment of Public Service
Continuity Plan (PSCP) and other operational procedures that are aligned with the
requirements of the public sector continuity program.

Purpose

This document provides operational actions that will be undertaken by the agency in
response to the various forms of disruptive incident/s and to ensure continuity of operations
through the restoration of mission essential functions (MEF).

Policy Statements

The National Tobacco Administration (NTA) is guided by its mandate, mission, vision and
core values and commits to deliver mission essential functions even during disruptive
circumstances.

As the sole government agency mandated to regulate and administer the Philippine
tobacco industry, adheres to continuously provide basic services to the tobacco farmers
and other private stakeholders.

In the same manner, the NTA shall continue public service to the Exporters/importers/
Trans-shippers, particularly, on the issuances of much needed Export/import/Transship-
ment Commodity Clearances (E/I/TCCs) for their export/import/transshipment activities.
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4.0

To enhance capabilities, build synergistic relationship among sectors, and mobilize
resources for the development of the tobacco industry for the benefit of the tobacco farmers
and other industry stakeholders.

To make the difference for the industry for the betterment of the lives of the tobacco farmers
and other industry stakeholders, when abnormail situation occurs.

The NTA shall embrace and sustain effective public service continuity management to

e Innovation

e Performance Excellence

e Client Focus

e Team Work

e Respect for people
e Resiliency

e Entrepreneurship

Objectives

ensure the provision of its core values:

In line with the President’s directive to undertake immediate action and measures to
prepare for the imminent threat of a massive earthquake in the Greater Metro Manila Area
(GMMA) and its surrounding provinces, the Agency acknowledges the need to establish,
implement and maintain appropriate procedures of managing the immediate
consequences of disruptive incident/s with due regard to the welfare of employees,
officials and guests, operational options for responding to incident/s, prevention of further
loss or unavailability of prioritized activities and recovery and resumption of mission
essential functions (Table 1. Mission and Non-Mission). (Refer MEF-Basic)

The NTA commits to the attainment of the following public service continuity objectives:

- To safeguard human life;

- To enable effective decision-making and communication during incident/s;

» To reduce dependency on specific critical function-holder;

- To increase organizational credibility by ensuring quick recovery from disruption and
immediate resumption of critical services to the public and other stakeholders, and
« To ensure continual improvement of the organization through public service continuity

management.
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5.0

6.0

Scope and Applicability

This Public Service Continuity Plan (PSCP) shall apply to the National Tobacco
Administration (NTA), particularly, its Central Office, Quezon City, Metro Manila,
and any person occupying their physical rented office at Ben-Lor building,
Quezon Avenue, Barangay Paligsahan, Diliman, Quezon City, including contracted
providers and guests. Figure 1. (Refer Location Map of NTA Metro Manila)

The NTA operations background in time of Disaster/Disruption
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Figure 2. NTA Operations Background during Disruption
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7.0

Definition of Terms - this includes a glossary of all terms used in this public service

continuity plan.

7.1.

7.2.

7.3.

7.4.

7.5.

7.6.

7.7.

7.8.

7.9.

Alert — formal notification that an incident has occurred which might develop into a
Business Continuity Management or Crisis Management invocation (BCI Glossary
2011)

Business Impact Analysis — the process of analyzing activities and the effect that a
business disruption might have upon them (ISO 22300)

Call Tree — a structured cascade process that enables a list of persons, roles
and/or organizations to be contacted as part of information exchange or plan
invocation procedure (BCl Glossary 2011)

Continual Improvement — recurring activity to enhance performance (ISO 22300)

Continuity of Operations — the capability to continue essential program functions
and to preserve essential facilities, equipment, and records across a broad range
of potential emergencies (Emergency Management Standard 2007)

Crisis — an abnormal situation which threatens the operations, staff, customers or
reputation of an enterprise (BCl Glossary 2011)

Disruption — an event that interrupts normal business, functions, operations, or
processes, whether anticipated (e.g., hurricane, political unrest) or unanticipated
(e.g., a blackout, terror attack, technology failure, or earthquake) (BCl Glossary
2011)

Exercise — process to train for, assess, practice, and improve performance in an
organization

NOTE 1: Exercises can be used for: validating policies, plans, procedures, training,
equipment, and inter-organizational agreements; clarifying and training personnel
in roles and responsibilities; improving inter-organizational coordination and
communications; identifying gaps in resources; improving individual performance;
and identifying opportunities for improvement, and controlled opportunity to
practice improvisation.

NOTE 2: A test is a unique and particular type of exercise, which incorporates an
expectation of a pass or fail element within the goal or objectives of the exercise
being planned. (1ISO 22300)

Hot Site — a continuity facility that already has in place the computer,
telecommunications, other information technology, environmental infrastructure,
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7.10.

7.11.

7.12.

7.13.

7.14.

7.15.

7.16.

7.17.

7.18.

7.19.

7.20.

and personnel required to recover critical business functions of information
systems (FEMA)

Incident — an event that has the capacity to lead to loss of or a disruption to an
organization’s operations, services, or functions — which, if not managed, can
escalate into an emergency, crisis, or disaster (BCl Glossary 2011)

Incident Management Team — a group of individuals responsible for developing
and implementing a comprehensive plan for responding to a disruptive incident
(BCI Glossary 2011)

Mission Essential Functions — the limited set or organization-level government
functions that must be continued throughout, or resumed rapidly after, a disruption
of normal activities (FEMA)

Public Service Continuity — refers to business continuity for the public sector; refers
to the capability of the organization to continue delivery of products or services at
acceptable predefined levels following disruptive incident (ISO 22300)

Public Service Continuity Plan — refers to the business continuity plan for the public
sector; refers to the documented procedures that guide organizations to respond,
recover, resume, and restore to a pre-defined level of operation following
disruption (1ISO 22301)

Recovery - the implementation of prioritized actions required to return an
organization’s processes and support functions to operational stability following an
interruption or disaster (FEMA)

Recovery Time Objectives — the period of time following an incident within which:
a) product or service must be resumed; or b) activity must be resumed; or c)
resources must be recovered

Testing — refers to the procedure for evaluation; a means of determining the
presence, quality, or veracity of something (ISO 22300)

Service Units — the functional units the Department OSEC providing specific
services, i.e., administrative services, finance services, field operations services,
agri-business and marketing assistance services, general services)

Threats and Events. Threats and events which may trigger the activation of the
PSCP are either forewarned (with warning) or un-forewarned (without warning).

Forewarned / Un-forewarned events. Incidents or events that might be, or could
be led to business interruption, loss, emergency or crisis may be forewarned or un-
forewarned. A forewarned event has an advance warning that it is likely to happen,
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e.g. typhoons. An un-forewarned event has no advance notice that it is likely to
happen, e.g. earthquakes.

THE PUBLIC SERVICE CONTINUITY PLAN

Functions (Mission Essential

Functions) and

Recovery Time Objectives — this specifies critical mission essential functions of the
agency and their recovery time objectives. A more detailed discussion will be included in

Table 2. Critical and Essential Functions and Recovery Time Objectives

80 Critical and Essential

each unit's plan.

Refer NTA MEF & RECOVERY OBJECTIVES
9.0

Risk Assessment (Refer Table 3) NTA RISK ASSESMENT OUTPUT.xls

Table 4. Risk Map or Matrix

\ LIKELIHOOD
High
=
8} :
< 36
o YELLOW RISKS — MEDIUM
= e External Flooding
= IT Connectivity
Utilities (Water &
Electricity)
Unlikely
LIKELIHOOD
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100 Planning Assumptions - this defines the context upon which the plan is based or
constrained. Consider availability of resources such as people, technology/equipment,
facilities and supply chain.

Sample Assumptions;

1. An Incident Command System within the organization has been established.
2. Alternate facilities are identified and available for use after a disaster.
3. Main office will be either partially or completely damaged or inaccessible for a period of

30 to 60 days.
4. Critical resources (e.g. water, power) are available

110 Roles and Responsibilities - this includes, the organization and responsibilities.
Identification of primary and alternate representatives for the tasks assignments is also
included in this section. Refer Figure 3.

NTA Incident Management Team Organizational Structure & Responsibilities

12.0 Activation Criteria, Authority and Procedure- this outlines the criteria used to
determine when the public service continuity plan will be activated.

The PSCP shall be activated based on the following considerations, which include:
e How long the emergency situation is projected to continue;
e Severity of the event, and
e Staff / personnel availability.

In either scenario, once the decision to activate has been made, the deployment phase
will be followed through to completion and reconstitution. ‘

Examples of situations that may lead to initiate the PSCP, include the following:
» Activation of Service Continuity Plan
Establishment of the NTA National Disaster Risk Reduction and Management
Office which shall be automatically activated into an Incident Response Team
during Disaster/s. (Refer Figure 3)
- The Incident Management Team (IMT) shall be headed by the NTA
Administrator/Incident Commander or his duly designated Representative.
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Authority:

During a crisis, the Head of Agency, or the Administrator's designate, will make the
decision to activate the PSCP. This decision will be based on the information from
assessment and recommendations of the Continuity Management Group.

« Declaration
- The Continuity Service Team by functionality shall resume its basic services upon
the direction of the NTA Administrator/incident Commander. Refer Annex “A”

Memeo of PSCP Activation.doc

Procedures for Activation:

Activation Criteria:
1. Activation of NTA Incident Response Team (IRT) and NTA Call Tree (Within 24

Hours)

Identification of available staff (c/o Call Phone Tree ) Annex “B”

3. Assessment of IRT, if building premises were not accessible (Annex “C”)
(Decision Making Guide)

4. Report of IRT (Assessment Form-Table 5) and Call Tree Operator to Head
Commander (1-48 hours)
Damage Assessment Form

5. Declaration of the Incident Head Commander thru Memo, the activation of the
PSCP or if the Head Commander is not available, the identified alternate
Commanders shall apply. Table 6 (Incident Commander Succession)

6. Assembly of Public Service Continuity Team. (Table 7) (Command Post)

7. Fabrication / locates building as temporary office site or mobilization to hot site
Table 8 (Relocation site)

8. Deployment of Public Service Continuity Personnel and provision of office
support equipment. Refer Table 9. (Office Support Equipment )

9. Operation of Public Service Continuity

L

Specific procedures for an un-forewarned event

The response procedures following an event with little or no warning will depend on the
time of occurrence and the severity of the impact to the NTA facility, equipment, systems
and personnel affected.
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o How to recover

EXAMPLES:

Hazard/s Plan
Camp Defense Plan
ICS Structure
Evacuation Plan

Data (D)Local Disk D:\words\NDRRM\NTA PSCP or FADATA:NDRRMWords\NTA PSCP

fn: NTA PSContinuity Plan Draft at Ben Lor.ms words

Other Relevant Attachments for the Public Service Continuity Plan

| Prepared by:

EDGARDC C. GUIA
NAM NANE

Member, TWG-DRK  Member, TWG-DRR

Designuti Designation

Reviewed hy:

CRISTINA C.LOPEZ, D.B.A.
MAME
Dept. Manager H, Administrative

Designotion

Approved Ly:

ROBERT L. SEARES, M.D.
NAME
Administrator
Designetion

Neo parl of this docurnent may be reproduced without prior

representative. A printed copy of this document is uncontrolied when unstamped,

nission: from the Document Controfier or hisfher auihorized




FIGURES

(Attachments)



wTtueq OJIOK UT YIN JO dey wotjedog °1 sandtd
e, W 00 916009 61020 ElRP dEN
POLE IV UIU] DY % e w5, el "
30 pUR UL [210U0H :
m @ ,M rsyﬁ M
i - b 1 SUCIOY
8 : T gisuenhpEay ’ 2
souddiiia BIRHARY o 00 ndAp Nepogu, .z
£ : 3 og N
by £ - o> mv,,buwr
3 HiE) g : %m“w
! : . R :
Rl SIUFAT ;

| 2llapuey0 e

SSUS - L RSN BB

g
. L9 : y pojoies e
._.w,ivlf i r,,. 4 = ¥ * F; URIE B 3
iy . # : e A B LOZATTY G s
: g aonge S IBHEWN A5USHS
R F TN y .
T g JEWDT DB U
FaN wmva: 30y el
£
42

UOHBIGTI0
eraaww&?v § obuiey

uoHeio SO
o1 :Ec&u ues

Ay wozenh

sauititintd i
HORRIOT O]

SICION BRIGUS

eig sealkos .

HIATHA

JusEp Sue

LOG @ 2EG SIHM0 ] BLOIOIA &
£
; j= Iy
m & s 5 BLTPIONS MO0 Ly
& E
7 ; i A T ¥ : . ; RIS BT 2RI
X ) . QB 10 100YD o H s20I8E
U0 BUIHET : mmwummmmw Yos & 1 3 o
: =T : =)
8 sanueay Bowi | N : /5 Ty
b i Heiap . ¥
M,GQ dzy é ! % %
5 ks I yiy
: : . % 12y o

wiapuany Bow

Juzon

m v‘”mfa}chmuw 4
Hityge,
ERY jog

SRLAASY [BUIRL
LORRIOGION S9TINOSSY
«, CT tat> SN »Ra W=t E 4] S 1 5]

o nesn ;
¥ fbiignk 100 Buiping eiRa

Buipjing J07-usg

= aebrine . B

depn| ) -By 107



o A A




Roles and Responsibilities of NTA IRT
Incident Commander/s

e Establish incident objective, strategies and priorities

e Assumes overall responsibility for the incident

e Responsible for all incident command management functions until delegated
e Monitor and Ensure safety of all Incident Responder

o Establish Incident Command Post

e Establishing & Maintaining liaison with response agency

Communication Team

» Liaison officer .
o Assists the Incident commander by serving point of contact for representatives
from other organizations
e Provide briefings to and answer question from supporting organizations

» Public Information Officer
o Advises the incident Commander on information dissemination and media
relations
o Obtain and provides information to the community and the media

» Operation & Call Tree Operator
» Serves as communication operator in times of incident
e Operates call tree
o Provide status report of personnel thru communication

Operations Team

e Incident First Responder
o Advices the incident commander on issues regarding incident safety
e Ensure evacuation of all employees, tenants and guests
e Rescue and retrieval
¢ Damage assessment

Planning & Recovery Team

e Create plan for the recovery of the facilities and services
e Report of Daily status

e Collects and analyze information

¢ Maintains documentation



Logistics Team

e Manage transport for essential movement

o Maintains availability of resources

e Fabrication / locates building of temporary office
e Provides supplies and equipment

Medical Team

e Prepares List of nearby Hospital/s
e Emergency medical responder

Finance & Procurement Team N

e Secures availability of budget during emergency
e Accounts for expenditures ~

e Procures needed resources

e Secures key suppliers during emergency

Data & Records Recovery Team

o Installs and prepares IT equipment and peripherals
o Recovers data from backup storages
e Provides temporary Internet Connection/s

Security & Order Team

e Maintains Security and Order inside and outside office premises
e Secures agency Assets
e Maintains order and traffic flows within the surroundings of the NTA premises

Public Service Continuity Team

o Provides uninterrupted services to stakeholders of the tobacco industry
s Maintains operation of mission essential functions

fn: NTA Incident Response Team Org Structure.ms words
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Appendix Table 1:LIKELIHOOD MATRIX

LIKELIHOOD = Probability of the risk event actually occurring.

Score Descriptor Percentage of Description
Likelihood
8 Very Likely (Almost Certain) 81-99% The event is expected to occur
4 Likely 61-80% The event will probably occur under adverse conditions
3 Possible 41-60% The event could occur under adverse conditions.
2 Unlikely 21-40% Thee event might occur under very adverse conditions
1 Highly Unlikely (Rare) 1-20% The event is improbable but only under very exceptional circumstances




Appendix T

able 2: IMPACT CONSEQUENCE MATRIX

e s
CONSEQUENCES = Degree of severity of the risk event

Score

Descriptor

Damage/Operational Effects

Extreme (Catastrophic)

Loss of major asset(s) >30M

Death or permanent disability

Disruption of essential services/major project >7 days to clients

Loss of key information systems

Media/Public outcry

Major

Loss of asset(s) 16M- 30M

Serious injury/iliness

Disruption of numerous services for 5-6 days

Loss of key information systems

Media/Public outcry

Moderate (Significant)

Loss of asset(s) 1M - 15M

Injuryfiliness

Disruption of some services for 3-4 days

Schedule delays to major programs/projects

Media/Public criticism

Minor

Loss of asset(s) <1M

Inconvenient/annoying business disruption

Schedule delays to minor projects

Some unfavorable local media attention

Insignificant

Negligible business operation disruption




Appendix Table 3: RISK RATING TABLE

oo R CoNsEQUENGE
Ciikemboon D0 s el e ,
.| msignificant | ~ Minor . | Moderate © Major . |Catastrophic
2 3 5
ngh

1

iR Score '
Very Lnkely 5
(Almost .
Certain)

[Likely =
Possible

Unlikely l .

Highly unhkelyl
Rare

ngh :
Medium ngh ~_ |High
Medium [Medium [Medium

4
3
2
1

SUMMARY RISK RATING TABLE
Score (L x C) |RATING DESCRIPTOR

Score 6-10
core 12-16




Table 5. DAMAGE ASSESSMENT FORM

Surveyed Location:

People (Name) Minor Injuries (Green) Crmcal[ ';’:e]g; ijurics Dead (Black)

Minor/Repairable Critical/Unsafe pemolished/Collapsed
Assets (Count) ‘ Operational Damage/Repairable Completely Damage

Building Area

Motor Pump

Elevator

Photocopier

Aircon Units

Recommendations:
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ANNEXES



NTA-ASD/MEMO-016-054

Annex “A” MEMORANDUM OF PSCP ACTIVATION

Republic of the Philippines
Department of Agriculture
NATIONAL TOBACCO ADMINISTRATION
Ben-Lor Building
Quezon Avenue

Quezon City
DATE
MEMORANDUN
FOR:
FroMm:
SUBJECT: Activation of the NTA Public Service Continuity Plan

Due to the current situation

affecting the continuity of activities and services, we are herewith recommending activation of
the NTA Public Service Continuity Plan (PSCP) dated (date of last version ) to ensure the
continuity of NTA essential services and functions.

Measures to be taken are as follows:

1.
2.
3

Crisis Management Group Members

Printed Name / Post Signature j\

L I

APPROVED BY

Administrator /Incident Commander
Signature over Printed Name

USE Additional Sheets as necessary
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